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INTRODUCTION

Radio frequency identification (RFID) tags and other small
autonomous devices are typically powered by a continuous
wave (CW) of RF energy (passive) or make use of a small
battery (active). In either case the object of the design and the
communication protocol between an interrogator (reader) and
the device (tag or sensor) is to reduce energy consumption.
The communication is a frame of digital bits encoded in some
form including a preamble, command/data, and checksum/
cyclic redundancy code (CRC). The device is typically imple-
mented with a silicon chip where the design objectives are to
reduce cost, power, and voltage. One of the difficulties in
obtaining these objectives is complexity.

In terms of design, there are several alternatives to imple-
ment the set of commands and responses to support commu-
nication between interrogator and tag. Some of these
protocols are the ANSI 256 [1] and ISO 18000 Part 7 active
standards [2], the proposed ISO 18185 Part 1 RFID container
seal standard [3], and the EPCglobal Class 1 Gen-2 (C1 G2)
specification [4] recently standardized as the ISO 18000 Part
6C passive standard [5]. These standards are for ultra high
frequency (UHF) tags.

The communication frames between interrogator and tag
are frequently referred to as command lines or primitives. In
this article we use the term primitive. The primitive, in addi-
tion to a synchronization preamble and CRC code, contains
fields that are decoded by the receivers. There are trade-offs
in the complexity of the fields of individual commands and
the number of commands. Typically, one field indicates the
type of command, much like an opcode for a processor instruc-
tion, with a number of sub (or additional) fields. There are
trade-offs between the size of the command field (e.g., num-
ber of commands in the system) vs. the complexity of the

device. Often, as is the case for ISO 18000-6C, the complexity
is related to the number of states in the system. For example,
a bigger command field with many different system com-
mands reduces the complexity of individual commands. In
addition, there are fewer subfields per command, and the
response logic for any given command may be simplified. For
example, an increased number of commands reduces the com-
plexity of the states of the device.

The complexity of the logic on the chip has been examined
through a primitive (command line) to VHDL compiler that
has been developed at the University of Pittsburgh [6, 7]. The
object of this compiler is to go directly from a set of com-
mands (both interrogator and device) to VHDL to rapidly
prototype any interrogator or device, and to evaluate both the
power required for the device implemented in silicon and the
robustness of the protocol.

Recognizing the need for over-the-air security, there is a
general nature to rely on the state of the target device to facil-
itate security encoding. Reverse engineering a device with a
significant amount of state information is much more difficult
than the same task on a device with little or no state informa-
tion. This is in many ways analogous to the verification prob-
lem for logic synthesis of finite state machines. While this is
not a particular design problem for battery-powered active
devices, passive devices can be problematic for temporary
storage of keys and intermediate states as there is no dedicat-
ed power source.

These passive protocols work correctly during prototyping
using field programmable gate array (FPGA) development
boards with uninterrupted power sources. However, the incor-
poration of a temporary bit or bits or non-volatile storage in
silicon is problematic for technologies that are cost driven at
the foundry. ISO 18000 Part 6C is an example of a protocol
that relies on intermediate storage to retain the state of the
system.

We explore the impact of the protocol specification on the
implementation and, in particular, the design complexities and
their impact on power consumption and expected fabrication
cost. As a case study we examine the ISO 18000 Part 7 active
standard in comparison to the ISO 18000 Part 6C passive
standard. As an analogy, the ISO 18000 Part 7 standard is
analogous to a reduced instruction set computer (RISC) style
processor, while the ISO 18000 Part 6C protocol is analogous
to a complex instruction set computer (CISC) style processor.
Using our RFID compiler, we implemented these different
protocols and show the difference in complexity, and the
impact on silicon power and area.

The remainder of this article is organized as follows. We
describe some background and relevant previous work in the
development of RFID systems. Introductions to the ISO
18000 Part 7 and Part 6C standards are presented, respective-
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ly. We describe how the RFID compiler can be used to imple-
ment ISO 18000 Part 7 and Part 6C using a custom hardware
description. We present results of implementing ISO 18000
Part 7 and Part 6C using our design flow. Finally, conclusions
and future directions are presented.

BACKGROUND AND RELATED WORK

There has been a recent explosion of interest in RFID.
Research and development in RFID has led to its deployment
in numerous applications, including supply chain manage-
ment, automatic toll collection, retail stores, location sensing,
libraries, healthcare, airports, animal tracking, and building
access control.

Some of the open issues in the RFID domain are the exis-
tence of multiple standards, handling of stored data, tag ori-
entation, reader collision [8], range, cost, and security
concerns [9]. For active tags, maximizing battery life is an
important concern. To improve RFID security, research
groups have proposed novel solutions such as the blocker tags
[10] and implemented authentication using encryption [11].
Recent advancements in tag hardware contribute to improved
range and power consumption [6], improved tag antenna
design [12], packaging, and tag orientation.

The features of the ISO 18000 Part 6C (previously “Gen
2”) protocol and their implications for asset management
have been previously studied [13]. The necessity for a uniform
organization of user memory and the related omissions in the
EPC protocols are addressed in [14].

ISO 18000 PART 7
The ISO 18000 Part 7 standard [2] is an international stan-
dard that defines the air interface for RFID devices used in
item management applications. The standard defines the for-
ward and return link parameters for an active RFID air inter-
face at 433 MHz and the communications protocol used.

PHYSICAL LAYER

The interrogator transmits information to the tag by modulat-
ing an RF signal in the 433.92 MHz ± 20ppm frequency
range. Modulation is effected with frequency shift keying
(FSK) with deviation of ± 35 kHz and the modulation rate is
27.7 kHz. A 30 kHz wake up signal is transmitted by the inter-
rogator for a minimum of 2.5 seconds to wake up all tags
within communication range. The interrogator always initiates
communication with the tag and subsequently listens for a
response.

DESCRIPTION OF INTERROGATOR COMMANDS

Table 1 shows the ISO 18000 Part 7 Commands and the com-
mand codes used to identify them. Custom and proprietary
commands are supported by the protocol and will use com-
mand codes in the range A0–FF.

Interrogator to Tag Command Format — Figure 1 shows
the interrogator to tag command format. Each command con-
tains a command code to signal the tag what type of command
is being issued. Additionally, the command always contains a
CRC to ensure the command packet is properly formed. The
remainder of the packet contains particular fields appropriate
to the command. For example, the command type field indi-
cates the presence of Tag ID and Owner ID fields. Broadcast
commands do not contain a Tag ID, while point-to-point com-
mands contain a specific Tag ID of the target tag. The Owner
ID field, which is programmed in the tag’s memory, allows the
segregation of different groups of tags within the whole popu-
lation.

Response Format — The tag response has two different for-

mats depending on the type of response. Figure 1 shows the
response format for a broadcast command and a point-to-
point command. Broadcast commands are used to collect
information from a selected group of tags (e.g., Collection
command). The tag responses also include a tag status field,
which consists of nested fields such as acknowledge, tag type,
and battery.

Security Features — To prevent malicious access to the
tags, a password style security mechanism is provided in the
standard by the Set Password, Set Password Protectt, and
Unlock commands. The Set Password command sets the tag’s
password and requires that the tag be unlocked before it can
be accessed. The Set Password Protect command sets or
clears the password protection condition of tag. All point-to-
point commands can be password protected using this com-
mand. The Unlock command unlocks the access to the tag.
The Owner ID and User ID provide additional layers of priva-
cy to the tag. User ID is an optional field, up to 16 bytes long,
which allows the user to program his own user assigned asset
identifier. The Command Type field in the interrogator com-
mand indicates if this field is used in the communication. The
User ID command defines or determines the User ID, and
the User ID Length command defines or determines its length. 

ISO 18000 PART 6C
ISO 18000 Part 6C [5] is a recent amendment to ISO 18000
Part 6 that describes the RFID air interface for devices oper-
ating at 915 MHz and the communications protocols used.
Part 6C extends the existing Part 6 standard, which previously

n Table 1. ISO Part 7 command codes.

Command 
code (R/W) Command name Command type

0x10/NA Collection Broadcast

0x11/NA Collection with Data Broadcast

0x14/NA Collection with User ID Broadcast

NA/0x90 Sleep Point to point

0x01/NA Status Point to point 

0x07/0x87 User ID Length Point to point

0x13/0x93 User ID Point to point

0x09/0x89 Owner ID Point to point

0x0C/NA Firmware Revision Point to point

0x0E/NA Model Number Point to point

0x60/0xE0 Read/Write Memory Point to point

0xNA/0x95 Set Password Point to point

0x17/0x97 Set Password Protect Point to point

NA/0x99 Unlock Point to point
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contained type A and B devices with a type C modeled after
the EPCGlobal C1 G2 specification.

PHYSICAL LAYER

An interrogator transmits information to a tag by modulating
an RF signal in the 860–960 MHz frequency range. These
devices use one of three modulation techniques: double-side-
band amplitude shift keying (DSB-ASK), single-sideband ASK
(SSB-ASK), or phase reversal ASK (PR-ASK) in addition to
using a pulse interval encoding format. The tag receives its
operating energy from this modulated RF waveform. To
receive information from a tag, the interrogator transmits an
unmodulated RF signal to the tag and listens for a backscat-
tered reply. The tag responds by modulating the amplitude or
phase of the RF signal. The encoding format can either be
FM0 or Miller modulated subcarrier. Interrogators and tags
use a half duplex communication link.

DESCRIPTION OF INTERROGATOR COMMANDS

An interrogator manages tag populations using three basic
operations, select, inventory, and access. The selection con-
cept is similar to broadcasts using the Owner ID from ISO
18000 Part 7. The Select command is applied successively to
pick a particular tag population based on user-specific criteria,
enabling union, intersection, and negation based tag partition-
ing. An interrogator begins an “inventory round” by transmit-
ting a Query command in one of four sessions. One or more
tags may reply to this. The interrogator then detects a single
tag reply and requests more information from the tag. The
access concept is similar to point-to-point communications in
ISO 18000 Part 7. The access operation allows the issuing of
commands that read from or write to a tag once the tag is
uniquely identified.

Table 2 shows the 18000 Part 6C commands and their
command codes. Custom and proprietary commands are sup-
ported by the protocol with command codes in the range
E000–E1FF.

TAG STATES AND SLOT COUNTER

ISO 18000 Part 6C tags implement features such as accessing
and killing passwords, checking the electronic product code
(EPC), CRC checking, manipulating the slot counter, and
pseudo-random number generation. The states and keys of
the target device are used to facilitate tag singulation, colli-
sion arbitration, security encoding, and so on.

Tags implement a 15-bit slot counter, which is used for col-
lision arbitration. The slot counter is loaded with a random
value when the tag receives a Query command. The QueryAd-
just and QueryRep commands can also modify the values of
the slot counter.

Tags have seven states including ready, arbitrate,
reply, acknowledged, open, secured, and killed. The
ready state is a holding state for energized tags that are nei-
ther killed nor participating in an inventory round. The arbi-
trate state is a holding state for tags that are participating in
an inventory round but whose slot counters hold non-zero val-
ues. Tags in the reply state backscatter the appropriate reply.
A tag in the acknowledged state transitions to other states
based on the command received. Tags in the open state can
execute all access commands except Lock . Tags in the
secured state can execute all access commands. The Kill
command puts the tag in the killed state, in which it does
not respond to any further interrogator commands. This state
is not reversible. Figure 2 shows a partial state diagram of the
tag. The state transitions introduced by some of the com-
mands are shown.

Tag Memory — ISO 18000 Part 6C tags contain memory
segmented into four memory banks. Figure 3 shows the logi-
cal memory map of the tag. The memory banks are for user
memory, tag identifier (TID) memory, the EPC memory, and

n Figure 1. ISO Part 7 command and response formats.

Command prefix

Interrogator to tag command format  

1 byte
Interrogator Id

2 bytes
Command code

1 byte
Parameters
N bytes

CRC
2 bytes

Command type
1 byte

Owner Id
3 bytes

Tag Id
4 bytes

Tag status

Broadcast response format

2 bytes
Owner Id
3 bytes

User Id
0-16 bytes

Data
0-N bytes

CRC
2 bytes

Message length
1 byte

Interrogator Id
2 bytes

Tag Id
4 bytes

Tag status

Point to point response format

2 bytes
Command code

1 byte
Parameters
N bytes

CRC
2 bytes

Message length
1 byte

Interrogator Id
2 bytes

Tag Id
4 bytes

n Table 1. ISO Part 6C command codes.

Command Code Length (bits) Mandatory?

QueryRep 00 4 Yes

Ack 01 18 Yes

Query 1000 22 Yes

QueryAdjust 1001 9 Yes

Select 1010 > 44 Yes

NAK 11000000 8 Yes

ReqRN 11000001 40 Yes

Read 11000010 > 57 Yes

Write 11000011 > 58 Yes

Kill 11000100 59 Yes

Lock 11000101 60 Yes

Access 11000110 56 No

BlockWrite 11000111 > 57 No

BlockErase 11001000 > 57 No
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a reserved memory. The user memory can be used for user-
specific data storage. The TID memory contains the TID and
may contain other vendor- or tag-specific data. The EPC
memory contains a CRC-16, the protocol control (PC) bits,
and the EPC that identifies the type of object to which the tag
will be attached. The reserved memory contains the kill and
access passwords. The access password is a 32-bit value that
must be issued to put the tag in the secured state. The kill
password is a 32-bit value that is used to permanently disable
the tag. The interrogator uses the Write, BlockWrite, and
BlockErase commands to edit the memory.

Security Features — The interrogator can lock or unlock
each individual area of memory. This includes the access pass-
word, kill password, EPC memory bank, TID memory bank,
and user memory bank. Tags must be in their secure state to
use the lock command. Locking read and write protects the
passwords and write protects the other memory banks. The
interrogator can also permalock the lock status for a password
or memory bank so that it is unchangeable. Permalock bits,
once asserted, cannot be deasserted. This prevents the memo-
ry from being altered maliciously. Another security feature in
the 18000 Part 6C standard is the Kill command. It can per-
manently deactivate the tag when the interrogator issues the
correct kill password. After this is executed, the tag no longer

responds to interrogator commands.

IMPLEMENTING ISO 18000 
PART 7 AND PART 6C

The ISO 18000 Part 7 and Part 6C protocols represent oppo-
site ends of the complexity spectrum for tag implementations.
As shown in the protocol overviews earlier, ISO 18000 Part 7
is analogous to a RISC style processor, and ISO 18000 Part
6C is analogous to a CISC style processor. RISC processors
are based on a small number of simple instructions, but
require a large instruction count for an application. CISC pro-
cessors have a number of complex instructions that allow an
application to require a much lower instruction count. Typi-
cally, embedded processors that target reduced power as a
metric are RISC style processors with the prime example of
the ARM processor family. General-purpose processors, par-
ticularly for desktop computers where power is only a concern
for heat dissipation, the processor architectures are more
CISC with vector and very long instruction word (VLIW) pro-
cessing engines to augment the processor.

The commands or primitives issued by the interrogator
request that the tag perform a set of actions. The specifica-
tions of these commands widely vary from ISO Part 7 to Part

n Figure 2. Partial state diagram of ISO Part 6C tag from the EPCGlobal Class 1 Generation 2 document [4].

Slot
counter

CMD: Select
  Action: Return to ready
  Reply: None. Note 1
CMD: Query
  Action: New round
  Reply: Note 3
CMD: All other
  Action: Remain in ready
  Reply: None

CMD: Select
  Action: Return to ready
  Reply: None. Note 1
CMD: Query
  Action: New round
  Reply: Note 3
CMD: All other
  Action: Return to arbitrate
  Reply: None.
CMD: None within time T2
  Action: Return to arbitrate
  Reply: None

Query
QueryRep

QueryAdjust
Slot

Power-up & -killed

Ready

CMD:  QueryRep. QueryAdjust [slot <> 0]
Reply: None

CMD:  QueryAdjust, QueryRep [slot=0]
Reply: New RN16

CMD:  ACK[valid RN16]
Reply: PC, EPC, CRC-16

CMD:  Req_RN[valid RN16] &
           (access password <> 0)
Reply: handle

CMD:  QueryAdjust [slot = 0]
Reply: New RN16

CMD:  Req_RN[valid RN16] & (access password = 0)
Reply: Handle

CMD:  ACK[valid handle]
Reply: PC, EPC, CRC-16

CMD:  ACK[valid RN16]
Reply: PC, EPC, CRC-16
CMO: Req_RN[invalid RN16]
Reply: None

CMD: Query [mismatched
          inventoried or SL flags]
Reply: None

New round

CMD: Query [slot > 0 & matching
          (inventoried & SL) flags]
Reply: None

New round

CMD: Query [slot = 0 & matching
          (inventoried & SL) flags]
Reply: New RN16

New round

Arbitrate

Reply
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6C. We have developed a RFID compiler that automatically
generates RFID tag controller code targeting a microproces-
sor or hardware device based on a high-level description of
the commands to be implemented [6, 7]. The flow of the
RFID compiler is specified in Fig. 4.

To automate the generation of the tag controller for a pro-
totype implementation, we implement the primitives as simple
assembly-like instructions called RFID macros. The command
code of each primitive is a unique field or opcode that serves
as a command’s identifier. Each RFID macro description con-
tains a relatively short character string corresponding to the
specific name of the primitive, a number indicating how many
bits are used to represent the opcode of this particular primi-
tive, as well as the distinct number corresponding to the value
of the opcode. Additionally, a set of operands that correspond
to the fields from each primitive and response is included.

The user specifies the tag behavior in a programming lan-
guage such as ANSI C. To simplify the user interaction, the
RFID parser generates a template for the response behavior
indicating where the user must specify such custom behavior.
Any C language constructs (conditionals, loops, etc.) can be
added (or left unchanged) by the user to check the values of
the fields of the incoming primitive and to specify the values
of the fields of the response. The RFID compiler, rfcc, gen-
erates the tag controller code based on the input RFID
macros and tag behavior. The final output of rfcc is either a
C program or VHDL hardware description. The C program is
used for the microprocessor-based controller, and the VHDL
hardware description is used for a hardware-based controller
such as an application-specific integrated circuit (ASIC) or
FPGA implementation.

For the VHDL hardware description, the completed
behavior in ANSI-C needs to be converted to synthesizable

hardware code. This is done by feeding it into the
SuperCISC compiler [15-17] and combining it with
the automatically generated VHDL in the RFID
compiler. The resulting synthesizable VHDL is syn-
thesized, mapped, placed, and routed for the hard-
ware-based controller using commercially available
tools. More details of the implementation of the
RFID compiler may be found in [7].

RESULTS

To understand the complexity of the two standards,
the RFID compiler has been used to implement
commands from ISO 18000 Part 7 and Part 6C.1 A
representative command, Query, was selected from
ISO 18000 Part 6C and has been implemented in
hardware and targeted to a 0.16 mm standard cell-
based ASIC technology from Oki Semiconductor.
For comparison, the Collection command, which
realizes similar functionality to ISO 18000 Part 7,

was implemented in hardware and targeted to the same ASIC
process. Table 3 shows the power and area results for imple-
menting these two commands. The Query command is much
larger and higher power consuming than the Collection com-
mand. We also compared the Query command with 10 primi-
tives from ISO 18000 Part 7 . As shown in Table 3, the Query
command is still larger and morepower consuming than 10
primitives from ISO 18000 Part 7.

CONCLUSIONS

This article explores and compares the two prevalent UHF
RFID standards, the ISO 18000 Part 6C standard for passive
tags and the ISO 18000 Part 7 standard for active tags. The
communication primitives of ISO 18000 Part 6C are signifi-
cantly different and more complex than those of ISO 18000
Part 7. ISO 18000 Part 6C relies on intermediate storage and
storage of state at several points during each communication
operation. The states and keys of the target device are used to
facilitate operations such as tag singulation, collision arbitra-
tion, and security encoding.

To analyze the complexity of the respective tag designs, we
used a RFID tag specification methodology and design
automation flow described earlier. The compiler generates
RFID tag controller code, targeting a microprocessor or hard-
ware device, based on a description of the commands to be
implemented. We compare the ASIC implementations of the
ISO 18000 Part 6C Query command and the ISO 18000 Part 7

IEEE Communications Magazine • March 20076

n Figure 3. Logical memory map of an ISO Part 6C tag.

TID [15:0]10h

MSB LSB

MSB LSB

1Fh

TID [31:16]00h 0Fh

UserBank 11

TIDBank 10

EPCBank 01

ReservedBank 00

EPC [N:N-15]

EPC [15:0]

20h 2Fh

PC [15:0]10h 1Fh

CRC-16 [15:0]00h 0Fh

MSB LSB

Access password [15:0]30h 3Fh

Access password [31:16]20h 2Fh

Kill password [15:0]10h 1Fh

Kill password [31:16]00h 0Fh

n Table 3. Power and energy results for imple-
menting query, collection, and 10 ISO Part 7
primitives (inclusive of collection) as a 0.16 µm
ASIC. ASIC area is in 100 µm2. Dynamic power
is in milliwatts. Quiescent power < 0.4 µW. 

Primitives Dynamic
power (mW) Area (µm2)

Query 0.06752 11,767.46

Collection 0.06308 10,944.83

10 primitives 0.06495 11,232.92

1 For implementation of some primitives, a different version of the RFID
compiler was used that does not synthesize the hardware from a C descrip-
tion.
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Collection command, which have similar functionality. The
Query implementation is not only much larger and consumes
much higher power than the Collection command implemen-
tation, it also requires more power than 10 combined ISO
18000 Part 7 commands.

The existence of multiple keys and intermediate states and
the complexity of primitives in the ISO 18000 Part 6C proto-
col presents challenging design problems compared to the
simpler ISO 18000 Part 7 protocol. One solution is to examine
the needs of the ISO 18000 Part 6C protocol and explore
modifications to the protocol that lead to simpler implemen-
tations. A second possibility is to examine ways to decompose
the CISC-like primitives in the standard to create a more
RISC-like implementation.
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